NONOXEHUE

0 NopsAgKe XpaHeHUA U 3alUTbl NePCOHA/NbHbIX AaHHbIX NO/b30BaTenel

1. TepmuHbl M onpegeneHus

CalT — COBOKYMHOCTb MPOrPamMMHbIX M annapaTHbIXx cpeacts gns IBM, obecneumsatowmx nybamvkaumio gns
Bceobulero 06o3peHna nHdopmauum 1 AaHHbIX, 06beANHEHHbIX 0OLWMM LeneBbiM Ha3zHaYeHMEM, NOCPEACTBOM
TEXHUYECKUX CPeacTB, MPUMeEHSAEeMbIX Aas cBA3n mexkagy IBM B cetn UHTepHet. Mog Caritom B CornawieHun
noHnmaetca CaiT, pacnonosKeHHbI B ceTn MHTepHeT no aapecy: https://freya-light.com

Monb3oBaTeNb — MNO/Ab30BaTENb CETU MHTepHET K, B 4yacTHOCTM, CailTa, MMEIOWMNA CBOKO JIMYHYIO CTPaHULY
(npodunb/akKayHT).

depnepanbHbii 3aKoH (P3) — PegepanbHbiii 3aKoH oT 27 uiona 2006 r. Ne 152 3 «O nepcoHanbHbIX AaHHbIXY.

MepcoHanbHble AaHHble — Ntob6an MHPOPMALMA, OTHOCALWLAACA MPAMO WM KOCBEHHO K OnpeaeseHHOMY MK
onpeaenaemomy Gpusnyeckomy amuy (CybbekTy nepcoHanbHbIX AaHHbIX).

Onepatop — oOpraHMsauma, CaMoCTOATE/IbHO MM COBMECTHO C APYrMMW AMLAMKM opraHusylowan obpaboTky
NepcoHaNbHbIX AaHHbIX, a TaKXKe onpeaenaAwwWwas LenuM o06paboTKM MNepcoHasbHbIX AaHHbLIX, MOAJEXKALLMX
06paboTke, AOencTBuMA (onepaumu), coBepllaemble C NEPCOHaNbHbIMM AaHHbIMKU. OnepaTopom ABAAETCA
06L1,ecTBO C OrpaHUYEHHOM OTBETCTBEHHOCTbIO «Paken». 06paboTKka NepcoHanbHbIX AaHHbIX — Aloboe JelicTaune
(onepaumsa) nnn coBoKyNHOCTb AeNCTBUI (Onepaumii), COBEPLLAEMbIX C UCMOb30BaHNEM CPEACTB aBTOMAaTU3aLMNK
nnn 6e3 MCNoNb30BaHUA TaKMX CPEACTB C NEePCOHaNbHbIMU AaHHbIMM, BKIOYan cbop, 3anmcb, CUCTEMATM3ALMIO,
HaKoMeHWe, XpaHeHue, yTouHeHue (0BHOB/EHWE, M3MEHEeHWe), W3B/eYeHMe, WCNOo/b30BaHue, nepeaaqy
(pacnpocTpaHeHve, npegoctaBneHve, p[octyn), obesnuumMBaHue, ONOKMPOBaHWE, YAa/NeHWE, YHUUTOXKEHUe
NepPCOHaNbHbIX AAHHbIX.

ABTOMBTVBMDOBBHHBH O6p360TKa NepCoOHaNbHbIX AaHHbIX — o6pa60TKa nepCoHaNbHbIX AaHHbIX C NMOMOLLbIO
cpeacte BbIYMCANTENILHON TEXHUKM.

PaCI'IpOCTpaHEHVIe NePCOHANbHbLIX AAHHbIX — ,D,EI)'ICTBME, Hanpas/ieHHOE Ha pPaCKpbiTUE NepCOHas/ibHbIX AdHHbIX
onpegeneHHoOMy Kpyry vy, no npeasaputenbHOMy Cornacuto, B Caaydaax, npegyCcMoTpPpEeHHbIX 3aKOHOM.

MpepoctaBneHve NepPCcoHaNbHbIX AAHHbLIX — AEWCTBMA, HAMpPaB/ieHHble HAa PACKPbITUE MepPCOHaNbHbIX AAHHbIX
onpeaeneHHoOMy LY UV onpeseneHHOMY Kpyry JINL,.

bnoknpoBaHne nepcoHasbHbIX AaHHbIX — BpeMeHHOe npeKpalieHne O6pa6OTKM NepCoHa/sibHbIX AadHHbIX (3a
UCKNo4YeHnem cnyyaes, ecam o6pa60T|<a HEO6XOAMMa AnAa yToyHeHnA NnepCoHaibHbIX ,El,aHHbIX).

YHUYTOXKEHMEe NepCcoHaNbHbIX AaHHbIX -— AEﬁCTBMﬂ, B pe3ynbTate KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM
BOCCTAaHOBUTb coaep*KaHue NepCoHa/bHbIX AaHHbIX B VIHCI)OpMaLI,MOHHOﬁ cncreme nepcCcoHanbHbIX AaHHbIX VI/VIﬂVI
B pe3y/ibTaTe KOTOPbIX YHUYTOXKAOTCA MaTepUaibHble HOCUTENIN NEePCOHA/IbHbIX AaHHbIX.



Ob6e3nnunBaHNe NepcoHasibHbIX AAHHbIX — OENCTBMA, B pe3y/nbTaTe KOTOPbIX CTaHOBUTCA HEBO3MOXKHbiM 6e3
MCNONb30BaHUA AOMNOJIHUTENbHOM WHPOpPMaALMKM OnpeaennTb MNPUHALNEKHOCTb MEePCOHAsIbHbIX AaHHbIX K
KOHKPETHOMY Cy6beKTy NepCoOHaNbHbIX SAHHbIX.

NHbOpPMaLMOHHaAA cnucTema nepcoHasnbHbIX AaHHbIX (MCMAH) — COBOKYMHOCTb cogeprKamxca B 6asax AaHHbIX
NepcoHanbHbIX AaHHbIX U obecneymBatoWwmx Mx 06paboTKy MHPOPMALMOHHBIX TEXHOOTMA U TEXHUYECKMX
cpeacTs.

2. O6wue nonoxeHUs

2.1. MonoxeHne o nopsaaKe XpaHeHWs U 3alMTbl NEpPCOHaNbHbIX AaHHbIX Monb3oBaTenel Caita (manee —
MonoxeHne) paspaboTaHo C Uenblo cobnwoaeHns TpeboBaHUI 3akoHoaaTenbctBa PO, copeprKalmx
nepcoHasnbHble AaHHble U naeHTUPUKaummn MNonblosBatenel, Haxoaawmxca Ha CaiTe.

2.2. NonoxkeHune paspaboTaHo B cooTBeTCTBUM ¢ KoHcTUTyumeln PO, MparkaaHCKMM KogeKkcom PP, aencTeyowmm
3aKoHoaaTenbcTBom PP B 061aCTH 3aLWMUTLI NEPCOHANBHBIX AAHHbIX.

2.3. MonosKeHWe ycTaHaB/AMBaET NOPALOK 06paboTKM NepcoHanbHbIX AaHHbIX Monb3oBatenei Caita: gencTeua
no cbopy, cuctemaTv3aLmmn, HAaKOMAEHMUIO, XPAHEHUIO, YTOYHEHUIO (OBHOBNEHWIO, U3MEHEHWUIO), YHUUTOXKEHUIO
NepPCOHaNbHbIX AAHHbIX.

2.4. TllonoxeHwe ycTaHaBnAuMBaeT obA3aTenbHble 444 COTpyaHWMKoB OnepaTopa, 3a4elCTBOBaHHbIX B
obcnyxunsaHumn Caiita, obwme TpeboBaHMa 1 NpaBuaa no paboTe co BceMu BUAAMM HocuTenein MHGopmaumm,
cogeprKalumMmm NnepcoHasnbHble AaHHble MNosb3osaTtenel CanTa.

2.5. B TlonoXKeHUn He paccmaTpuBatloTcs BoMpocbl obecnevyeHns 6€30MaCHOCTM MEePCOHasbHbIX AAHHbIX,
OTHECEHHbIX B YCTAHOB/AIEHHOM MOPAAKE K CBEAEHMAM, COCTABAAIOLWMM FOCYAapPCTBEHHYIO TalHy Poccuickon
depepaumn.

2.6. Uenamu MonoxxeHna asnatoTca:

— obecneyeHue TpeboBaHUI 3aLWMUTbI NpaB U cBobOOA YenoBeKa M rpaxaaHuHa npu obpaboTKke nepcoHanbHbIX
OAHHbIX, B TOM YMCae 3aWMTbl NPAB Ha HEMNPUKOCHOBEHHOCTb YACTHOM U3HU, INYHYIO U CEMEMHYIO TaliHy;

— WCKNIOYEHME HECAHKLMOHMPOBAHHbIX OENCTBUIN COTpyaHMKOB Onepatopa M ntobbix TpeTbux vl no cbopy,
cUCTEMATM3aLMK, HAKOMNEHMUIO, XPAHEHWUIO, YTOUYHEHUIO (OOHOBNEHMIO, M3MEHEHUIO) MEPCOHANbHbIX AAHHbIX,
MHbIX GOPM HE3aKOHHOTO0 BMELIATENbCTBA B MHPOPMALMOHHbBIE PECcYpCbl U JIOKAZIbHYIO BbIYUCUTENIbHYIO CETb
Onepatopa, obecneyeHne NPaBoOBOro M HOPMATUBHOIO PEXMMA KOHOUAEHUMANBHOCTU HEAOKYMEHTUPOBAHHOM
nHoopmauumn Monb3osateneit Caiita; 3alUMTa KOHCTUTYLUMOHHbIX NpPaB TrpaKAaH Ha  JIMYHYIO  TalHYy,
KOHPUAEHUMANbHOCTb CBEAEHWI, COCTaBAAIOLWLMX NEPCOHAbHbIE AaHHbIE, U NPeAOoTBPALLEHME BO3HUKHOBEHWSA
BO3MOKHOM yrpo3sbl 6e3onacHocTu MNonb3osaTeneit Caiita.

2.7. NMpuHUMNbl 06PabOTKN NEPCOHANbHbIX AaHHbIX:
— 06paboTKa NepcoHabHbIX A4aHHbIX A0/XKHA OCYLLECTBAATLCA Ha 3aKOHHOW U CNpaBea/IMBOM OCHOBE;

- o6pa60TKa NepPCOHaNbHbIX AaHHbIX A0/XKHA OrpaHn4mMBaTbCA AOOCTUXKEHMEM KOHKPETHbLIX, 3apaHee
onpegeneHHbIX U 3aKOHHbIX u,eneﬁ. He ponyckaetca o6pa60TKa NepPCOHaNbHbIX AaHHbIX, HECOBMECTMMAA C
uenamm c6opa NnepCoHabHbIX AaHHbIX;

— He p[JonycKaeTcAa O6'beﬂ,MHEHMe 6as AaHHbIX, coaepXalwunx nepcoHabHbleE AaHHbIE, o6pa60TKa KOTOpPbIX
ocyuwecrsaAeTcAa B LenAax, HeCoOBMeCTUMbIX mexXay CO60ﬁ;

- o6pa60TKe noAanexat To/IbKO NepCoHasibHble AaHHbIE, KOTOPbIE OTBEYAIOT LLenam Ux O6pa6OTKM;

— coaeprKaHne n obbem obpabaTtbiBaeMblX NEPCOHASbHbIX AAHHbIX A0/Hbl COOTBETCTBOBATb 3aAB/EHHbIM LEeAM
06paboTku. ObpabaTbiBaeMble NEPCOHasbHble AaHHble He A0/KHblI 6biTb M3BbLITOYHbIMM MO OTHOWEHUID K
3aAB/IEHHbIM LLeNsM UX 06paboTKK;

— npu O6p360TKe NepCoOHabHbIX AaHHbIX OO0/1XKHbI 6bITb 0becneyeHbl TOYHOCTb NepCoOHaNbHbIX AadHHbIX, UX
AO0CTAaTOYHOCTb, a B HeO6XOAMMbIX CNly4aAax U aKTyaJZIbHOCTb MO OTHOLWEHUIO K Uesiam 06p360TKI/I NnepCcoHaibHbIX
AaHHbIX;

— XpaHeHue nNepCoHabHbIX AaHHbIX A0/1XKHO OCyLWEeCTBNATbCA HE A0/iblWle, YEM 3TOIO Tp86yIOT uenn 06pa6OTKM
NepPCOHaNbHbIX AaHHbIX, €C/IN CPOK XPaHEHWA NePCOHA/IbHbIX AdaHHbIX HE YCTAaHOBJ/1IEH CDe,u,epaanblM 3aKOHOM,
A0roBopom, CTOpOHOﬁ KOTOPOTo ABNAETCA MNonb3osaTens;



— obpabaTtbiBaemble NepcoHasibHble AaHHble NOANEXKAT YHUUTOXKEHUIO NNMB60 06e3/1MUMBAHMIO MO AOCTUNKEHUU
uenen o6paboTkM MAM B cAyvyae yTpaTbl HEOOXOAMMOCTM B AOCTUNEHUMM ISTUX UeNen, ecin WHoe He
npegycmoTpeHo PeaepanbHbiM 3aKOHOM.

2.8. YcnoBus 06paboTKM NepCcoHasbHbIX AAHHbIX.

2.8.1. ObpaboTka nepcoHasbHbIX AaHHbIX Monb3oBaTenei CaliTa OCYLLECTBAAETCA HAa OCHOBAHUM [paXKaaHCKOro
Kogdekca PO, KoHcTutyumm PO, aencteytollero 3akoHogatenbctsa PP B 06/1acTu 3aLmnThbl NEPCOHA/bHBIX AAHHbIX.

2.8.2. O6paboTKa nepcoHanbHbIX AaHHbIX Ha CaliTe ocywecTBaseTca ¢ cobnogeHnem NpPUHUMMIOB U NpasBun,
npeaycMoTpeHHbIX [MonoxeHnem n 3akoHoaaTenbcTsom PO.

O6paboTKa NepcoHasibHbIX AaHHbIX AOMNYCKAETCA B C/IEAYIOLMX CayHanx:

— 06paboTKa MepcoHanbHbIX AaHHbIX Heobxoauma Ana Mcnonb3oBaHUA CailiTa, CTOPOHOM KOTOPOro ABAAETCA
[Monb3oBaTenb;

- 06pa60TKa NnepCcoHaibHbIX AaHHbIX He06xo,u,mma ANA 3aWnTbl XXU3HU, 300pP0BbA UJINU UHBLIX XKU3HEHHO BaXHbIX
MHTepecos lNonb3oBaTensa Caiita, ecnu nony4yeHue cornacma HEBO3MOKHO;

— 06paboTKa NepcoHabHbIX AaHHbIX HE0BX04MMa A8 OCYLLECTBAEHMA MPAB U 3aKOHHbIX MHTepecoB OnepaTtopa
UK TPeTbUX AuL, b0 ANA AOCTUMKEHMS O6LECTBEHHO 3HAYMMbIX Lesieit Npu yCNoBUKM, YTO NPU 3TOM He
HapyLatoTca npasa 1 ceBoboabl MNonb3osatenelt Caita;

- o6pa60TKa NEePCOHa/IbHbIX AaHHbLIX OCYLWECTBNAAETCA B CTaTUCTUYECKUX UTN UHBIX NUCCNeNOBATENbCKUX Lenax, 3a
NUCKNHOYEHNneEm O6p360TKM NepCoHa/ibHbIX AaHHbIX B LENAX NPOABUXEHNA TOBAPOB, pa60T, YCANyr Ha pblHKE NyTeM
OocyuwecTs/ieHMA NPAMbIX KOHTAaKTOB C NOTeEHUWMA/IbHbIMW I'IOTpE6MT€!1‘r'IMM C NOMOLWbIO CPpeacTB CBA3U, a TAKXKE B
uenax NOAUTUYECKOM armtTauumu, npu ycnosunm obAsaTenbHoro obesnnumMBaHmA NepCoHa/ibHbIX AaHHbIX.

2.9. Uenn 06paboTKM NepcoHasibHbIX AaHHbIX.

2.9.1. ObpaboTKa nepcoHasbHbIX AaHHbIX [osb3oBaTenelt CaiTa OCYLWECTBAAETCA MCKAKUYUTE/IbHO B UENsx
npegocrasneHun Monb3oBaTeNlo BO3MOMKHOCTM B3aMMoAeincTBoBaTb ¢ CalnTom.

2.9.2. CBegeHWsiMM, COCTABASAIOWMMM NEepCcoHaNbHble AaHHble Ha Calite, ABnseTcAa A0baa MHopmauus,
OTHOCALLAACA K onpegeseHHOMY UM onpeaenaeMomMy Ha OCHOBAHWM TakoW MHbOpmMauumn Gpusnyeckomy amuy
(cybbekTy nepcoHanbHbIX AaHHbIX).

2.10. UCTOYHMKM NoSIlyYeHUs NepcoHanbHbIX AaHHbIX Nonb3oBaTeneil.

2.10.1. UcTouHUKOM MHPopmaumm 060 Bcex NepcoHasbHbIX AaHHbIX MNonb3oBaTena ABAAETCA HENoCcpeacTBEHHO
cam lMonb3osaTtensb.

2.10.2. UcTOYHMKOM MHPOPMALMKM O NEPCOHANbHBIX AaHHbIX [onb3oBaTeNns ABNAIOTCA CBeAEHMUA, NOJyYeHHble
BC/NeAcTBUeE npeaocTaBneHna Onepatopom MNonb3oBaTento Npas NoAb30BaHUA CanTom.

2.10.3. NepcoHanbHble AaHHble Monb3oBaTenei OTHOCATCA K KOHOUAEHLUMANbHOM MHGOPMALMM OFPaHUYEHHOTO
aoctyna.

2.10.4. O6ecnevyeHnsa KOHOUAEHLMANBHOCTA NEPCOHANbHBIX AaHHbIX He TpebyeTca B cayyae ux obe3nnunsaHms, a
TaKXe B OTHOLEHUM 06W,eA0CTYNHbIX NePCOHANbHbIX AaHHbIX.

2.10.5. Onepatop He MmeeT npasBa cobupatb M ob6pabaTbiBaTb MNepcoHajbHble AaHHble [Mosfb3oBaTensa o ero
pacoBOi, HALMOHANAbHOW MNPUHAANENKHOCTM, MNOMIMTUYECKUX B3rNA4aX, PENUrMo3HbIX WA  GUA0COPCKMX
yb6exxaeHNAX, YaCTHOM KM3HU, 32 UCK/IIOYEHNEM C/TYYaEB, NPeayCMOTPEHHbIX AEMACTBYIOLLMM 3aKOHOA4ATEIbCTBOM.

2.10.6. OnepaTtop He MMeeT npasBa Moay4aTb M 0bpabaTbiBaTb NEPCOHaNbHble AaHHble [lonb3oBaTens o ero
YNeHcTBe B 0BLLECTBEHHbIX 06beaUHEHUAX MAM ero NPodCoO3HON AEATENbHOCTU, 33 UCKIOYEHWEM C/yYaes,
npegycmoTpeHHbIx degepanbHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTKN NepcoHanbHbIX AAHHbIX.

2.11.1. NepcoHanbHble AaHHble [Monb3oBaTtenelt Cata 06pabaTbIBAOTCA MCKAOUYUTENIBHO C MCMOJ/Ib30BaHMEM
CcpeacTB aBTOMATU3aLNM.

2.12. NpaBa cyb6bekToB (Mosb3oBaTeneit) nepcoHasbHbIX AaHHbIX.



2.12.1. MNonb3oBaTeNb MMeeT NpPaBO Ha NoJsiydeHue cBegeHUt 06 Onepatope, O MecTe ero HaxoXKAeHuda, O
Hannumn y OnepaTopa NepcoHanbHbIX AAHHbIX, OTHOCALLMXCA K KOHKPETHOMY CYOBEKTY MepCOHasbHbIX AaHHbIX
(Monb3oBaTento), a TakKe Ha O3HAKOMEHUE C TaKUMU NEePCOHabHbIMU AAaHHbIMKM, 38 UCKIOYEHNEM C/lyYaeB,
npeaycMoTPeHHbIX YacTbto 8 cTaTbn 14 PeaepanbHOro 3akoHa «O NepCcoHaNbHbIX AAHHbIXY.

2.12.2. NMonb3oBaTenb MMeeT NpaBo Ha noayyeHue oT OnepaTopa NPU AMYHOM 0OpaLLeHUM K Hemy anbo npu
nonyyeHumn OnepaTopom NUCbMEHHOro 3anpoca oT [lonb3oBatena cnegyouwen nMHGopmaumu, Kacatoliencs
06paboTKKM ero NepcoHasbHbIX AaHHbIX, B TOM YMCNE coAeprKallen:

— noaTeepxaeHne ¢pakta 06paboTKM NepcoHaNbHbIX AaHHbIX ONepaTopom, a TaKKe Liesib TaKo 06paboTKy;
— NpaBOBble OCHOBAHUA U LeNn 06paboTKN NepPCoOHaNbHbIX AaHHbIX;
— uenn n npumeHsemble OnepaTopom cnocobbl 06paboTKM NepcoHabHbIX AaHHbIX;

— HaumeHOoBaHWE N MEeCTO HaxoxXaeHuA OnepaTopa, cBegeHnAa o anudax (3a UCKNKOYEHNEM pa6OTHMKOB
onepaTopa), KOTOpble MMEKWT AO0CTyn K MNepCoHa/ZibHbIM AdaHHbIM WUIU KOTOPbIM  MOTYT 6bITb PaCKpbITbI
nepcoHaNbHblEe AaHHble Ha OCHOBaHWMK A0rosopa C OI'IepaTOF)OM U Ha OCHOBAHUU CDep,epaanoro 3aKOHa;

- 06pa6aTbIBHEMbIe nepcoHa/ibHbleE AdaHHblE, OTHOCALLMECA K COOTBETCTBYHOLWLEMY CY6'beKTy NepCcoHabHbIX
AadHHbIX, UCTOYHUK UX NonyyeHwuAa, ecnu NHOM nopAaoOK npeaocCtaBNeHNA TAKUX OaHHbIX HE NpegycmoTpeH
dJep,epaanblM 3aKOHOM;

— CPOKMH O6p360TKVI NepCoHasibHbIX AaHHbIX, B TOM YNAC/1E CPOKU UX XPaHEHUA,

— NOpPAAOK OCyuWecTBieHNA Cy6'bEKTOM NepPCoOHaNbHbIX AaHHbLIX MpaB, NpPeaAyCMOTPEHHbIX ¢e,u,epaanb|N\
3aKOHOM;

— MH$popMaumto 06 OCyLECTBNEHHOM UK O NpeanoNaraeMol TpaHCrpaHMYHOM Nepegaye AaHHbIX;

— HanumeHoBaHWe UAnM Gamuanio, UMA, OTYECTBO M afpec anua, ocyliecTeastouero o6paboTKy nepcoHanbHbIX
AaHHbIX No nopyyeHunto OnepaTopa, ecnv ob6paboTka nopyyeHa nam Byaet nopyvyeHa Takomy uLy;

— WHble cBefeHusA, NpeaycMmoTpeHHble PeaepanbHbIM 3aKOHOM MAK Apyrumu defepasibHbIMU 3aKOHAMU;
— TpeboBaTb U3MEHEHMUA, YTOUHEHUA, YHUUTOXKEHNA MHOPMALUKM O camom cebe;

— 06)kafoBaTb HEMPaBOMEPHble AeCTBUA UK BesaeicTBne No 06paboTke NepcoHanbHbIX AaHHbIX U TpeboBaTb
COOTBETCTBYHOLLEN KOMMNEHCALMM B CYAE;

— Ha A0NOJ/IHEHNE NePCOHA/IbHbIX AaHHbIX OLEHOYHOIO XapaKTepa 3aABAeHNEM, Bblpa*KaloWwnm ero CO6CTBeHHle
TOYKY 3peHUA,

— onpeaenaTb NpeacTasuTesieil A1 3alMTbl CBOMX NEPCOHA/IbHbIX AaHHbIX;

— TpeboBaTb 0T OnepaTopa yBegomaeHUA 060 BCeX MPOU3BEAEHHbIX B HUX UIMEHEHUAX UAN UCKIHOYEHUAX M3
HUX.

2.12.3. Monb3oBaTenb MMeeT nNpaBo 06KanoBaTb B YNO/JHOMOYEHHOM OpraHe MO 3awWwuTe npaB cybbeKkToB
NepcoHanbHbIX AaHHbLIX UK B cyaebHOM nopsaake aeictsvsa uam 6esgeiicteme OnepaTtopa, eCiM CYMTaEeT, yTo
nociaeaHuit ocyuwiecteaneT 06paboTKy ero nepcoHanbHbIX AaHHbIX C HapyweHuem TpebosaHun PeaepanbHOro
3aKoHa «O nepcoHasbHbIX AAaHHbIX» AN MHbIM 06pa30M HapyLaeT ero npasa U cBoboapbl.

2.12.4. NMonb3oBaTeb NEPCOHAbHbIX AaHHbIX MMEET MPaBO Ha 3aLLMTY CBOMX NPaB W 3aKOHHbIX MHTEPECOB, B TOM
yncae Ha Bo3melleHue YBbITKOB U (MAKn) KomneHcaumio MopanbHOro Bpeaa B cyaebHom nopaake.

2.13. O6asaHHocTK OnepaTopa.

2.13.1. No ¢aKTy AnyHoro obpaiwieHna AMbo Npu NoAyYeHWUM MUCbMEHHOrO 3anpoca cybbekTa NepcoHaNbHbIX
AaHHbIX MAK ero npeactasutens OnepaTtop, NPV HaAMYMK OCHOBaHWK, 06a3aH B TedeHue 30 gHel ¢ AaThl
obpallLeHna NMbo nosyyYeHus 3anpoca cybbeKTa NepcoHasbHbIX AAHHbIX UK ero NpeacTaBuTens npesocTaBuTb
cBegeHus B obbeme, ycTaHoBNeHHOM defepasbHbiM 3aKOHOM. Takue cBefeHUA AO/KHbI ObiTb NpeaocTaBAeHbl
CyObEKTY NEPCOHA/bHBIX AAHHbIX B AOCTYMHON GOpMe, U B HUX HE A0J/IKHbI COAEPKaTbCA NEePCOHA/bHbIE AaHHbIE,
OTHOCALMECA K APYrMM CyOBEKTaM NepcoHasbHbIX AAaHHbIX, 33 UCKIOYEHMEM C/TYYaEB, €CIN UMEIOTCA 3aKOHHbIe
OCHOBaHWA A1 PACKPbITUA TaKMX MEePCOHaNbHbIX AaHHBIX.



2.13.2. Bce obpalyeHna cybbeKToB NepCoHabHbIX AaHHbIX MW UX NpeacTaBUTeNeit perncTpupytoTca B MypHane
yyeTa obpalueHnn rpaxaaH (Cyb6beKkToB MepcoHanbHbIX AaHHbIX) NO BomMpocam 06pPaboTKM NepcoHasbHbIX
AaHHbIX.

2.13.3. B cnyyae oTKasa B npenocTaB/eHUM CyObeKTy MepcoHasbHbIX AaHHbIX MAW ero npeacTtaBuUTeNto Npu
obpaweHnn nAnmbo npu noayvyeHUu 3anpoca cybbekTa nepcoHaNbHbIX [AaHHbIX WAWM ero npeacTaBuTens
MHPoOpMaLMM O HANUYMM MNEepPCOoHaNbHbIX [AAHHbIX O COOTBETCTBYHOLLEM CyObeKkTe MepcoHasibHbIX AaHHbIX
Onepatop 06na3aH gaTb B NMCbMEHHON Gopme MOTUBMPOBAHHbLIA OTBET, COAEPrKALUMIA CCbIIKY HAa MOJIOKEHUE
yactu 8 ctatbk 14 ®depepanbHoro 3akoHa «O MepcoHasnbHbIX AAHHbIX» UAW MHOTO ¢enepanbHOro 3aKOHa,
AB/AOWEECcs OCHOBAHMEM A1 TAKOrO OTKas3a, B CPOK, He npesbiwatowmin 30 gHen co agHA obpalleHns cybbeKkTa
nepcoHanbHbIX AaHHbIX WAM ero npeactasuTens, nMbo ¢ AaTbl NOJAyYeHMA 3anpoca cybbeKkTa nepcoHasbHbIX
OAHHbIX UK ero npeacTaBuTens.

2.13.4. B cnyyae nonyyeHus 3anpoca OT YNo/JIHOMOYEHHOro opraHa Mo 3awuTe NpaB CyObeKTOB MepCOHasbHbIX
[AaHHbIX O NPeAoCcTaBNeHUM MHPOPMALMK, HEOBXOAMMOM ON1A OCYLLECTB/IEHNA AeATEIbHOCTM YKAa3aHHOMO OpraHa,
Onepatop 06s3aH COO6WMTL Takylo MHGOPMaUMIO B YMNOJAHOMOYEHHbLIM opraH B TeyeHne 30 AHel ¢ gaTbl
noay4YyeHMA Takoro 3anpoca.

2.13.5. B cnyyae BbIABAEHUA HENpaBOMEPHOW 06paboTKM MepcoHaNbHbIX AaHHbLIX MPU O6pPaLLEHUM WUAM MO
3anpocy cybbekTa nepcoHasnbHbIX AaHHbIX AW ero npeacTtasuTens AM6o ynosHOMOYEHHOro opraHa no 3awuTe
npaB cybbeKkToB NepcoHanbHbIX AaHHbIX OnepaTop 06s3aH OCyWecTBUTb 610KMpPOBaHWE HEMNPaBOMEPHO
obpabaTbiBaeMbIX NEPCOHA/bHbIX AaHHbIX, OTHOCALMXCA K 3TOMY CyObEKTY NepCOHasbHbIX AAHHbIX, C MOMEHTA
TaKoro obpalleHma Uan NoaydyeHns yKasaHHOro 3anpoca Ha Nepuos NpoBepKu.

2.13.6. B cnyyae BbIABNEHUA HeNpPaBoOMepHO 06paboTKM nepcoHaNbHbIX AaHHbIX, OCYLLEeCTBASEMOM
Onepatopom, nocnegHuii B CPOK, He MpeBbillalowWmin Tpex pabouymx gHel ¢ AaTbl 3TOro BbiBAEHMA, 06A3aH
NpPeKpaTUTb HenpaBOMeEpPHYD 06pPabOTKY MepcoHasibHbIX AaHHbIX. O6 yCcTpaHEHUM AOMYLLEHHbIX HapyLeHWuin
OnepaTop 06f3aH yBegOMWUTb CyObeKTa MepcoHasbHbIX AAHHbIX WUAW ero NpeacTaBuTeNs, a B C/yYae ecau
obpaueHne cybbeKkTa NepcoHasibHbIX Z4aHHbIX UM ero npeacTasuTens AMbo 3anpoc ynoaHOMOYEHHOIO opraHa no
3aWwmTe NpaB Cy6beKTOB NEePCOHa/bHbIX AAaHHbIX OblIM HanpaB/eHbl YNOJHOMOYEHHbIM OPraHOM MO 3aluTe Npas
Cyb6BbEKTOB NEepPCOHa/bHbIX AaHHbIX, TAK}Ke YKa3aHHbIN OpraH.

2.13.7. B cnyyae focTuxeHuA wenm o6paboTkm nepcoHanbHbiX AaHHbIX OnepaTtop 0653aH NpekpaTuTb 06paboTKy
NepcoHanbHbIX AaHHbIX U YHUYTOXUTb NEPCOHa/IbHbIE AaHHble B CPOK, He npesblwatowmii 30 pabounx gHen ¢
JaTbl [OCTMXKEHMA Lenm obpaboTKM NepcoHasibHbIX [AaHHbIX, €C/IM MHOE He NpeAyCMOTPEHO [OrOBOPOM,
CTOPOHOW KOTOPOTo ABAAETCA CYObEKT NepCcoHaNbHbIX AaHHbIX.

2.13.8. 3anpeluaeTcs NPUHATUE HA OCHOBAHMMN UCKIOYMTEIbHO aBTOMaTU3MPOBaHHOM 06paboTKM NepCcoHaNbHbIX
AaHHbIX pelleHnid, NOPOXKAAIOLWMX OPUINYECKME NOCNEACTBMA B OTHOWEHUN CyBbeKTa NepCcoHasnbHbIX AaHHbIX
MAM MHBIM 06Pa30M 3aTpParnBaloLLMX ero NpPaBa U 3aKOHHbIE UHTEPECHI.

2.14. PeXXnm KOHPUAEHUMNANBHOCTM NEPCOHANbHbIX AaHHbIX.

2.14.1. Onepatop obecneunBaeT KoHOMAEHUMANbHOCTb M 6e30MacHOCTb MEePCOHabHbIX AAHHbIX MNPU KX
06paboTKe B COOTBETCTBMM C TpeboBaHMAMM 3aKOoHOAATENbCTBA POD.

2.14.2. OnepaTop He pacKpbiBaeT TPETbUM ANLLAM M HE PacNpPOCTPaHAET NepcoHanbHble AaHHble 6e3 cornacus Ha
370 cybbeKTa NepcoHanbHbIX AaHHbIX, ECIN MHOE He NpeaycMoTpeHo PeaepanbHbIM 3aKOHOM.

2.14.3. B cOOTBETCTBMM C NEPEYHEM MEPCOHabHbIX AaHHbIX, 06pabaTbiBaeMbIX Ha caiTe, NepPCOHaNbHbIe AaHHble
Monb3oBaTenein Calita sBAAOTCA KOHOUAEHUMANBHOM HbOPMALMEN.

2.14.4. Nvua, ocywecTeaswowme o06paboTKy NepcoHasbHbIX AaHHbIX, 06f3aHbl cobntogatb TpeboBaHUA
pernameHTUpYoWnNX AOKYMeHTOB OnepaTtopa B YacTu obecneyeHus KOHOUAEHLMANBHOCTM M 6e30macHoCTU
NepPCOHabHbIX AAHHbIX.

3. O6paboTKa nepcoHaNbHbIX AaHHbIX

3.1. NepeyeHb 06pabaTbiBaeMbix NEPCOHAbHBIX AaHHbIX [osb3oBaTenel:
— bamnnns;

— nUms;

— OTYeCTBO;



—non;

— [aTa poXKAeHus;

— BOKHOCTb;

— KOMMaHuA;

— oTpacib;

— peruo;

— MOBUNbHbIN Tenedor;

— 9/1IeKTPOHHaA nouyTa.

3.2. lnya, umerowpe npaso A4OCTyNa K NepCoOHaNbHbIM SAHHbIM.

3.2.1. MpaBom A0CTyNa K NePCOHa/IbHbIM AaHHbIM CyObeKToB 061a4at0T AMLA, HaAeNeHHble COOTBETCTBYOWMMMU
NOJIHOMOYMAMMU B COOTBETCTBUM CO CBOMMM CNYKEOBHbIMUN 06A3aHHOCTAMM.

3.2.2. MNepeyeHb AL, MMEOLWUX AOCTYN K NEPCOHa/IbHbIM AaHHbIM, YTBEPXKAAETCA reHepasibHbIM AUPEKTOPOM
OnepaTtopa.

3.3. NMopagoK 1 CPOKM XpaHeHUA NepcoHabHbIX AaHHbIX Ha CaiiTe.
3.3.1. OnepaTop OCyLECTBAAET TO/bKO XPaHEHNE NePCOHANbHbIX AaHHbIX Monb3oBaTenei Ha CaiTe.

3.3.2. CpoKM XpaHeHMs nepcoHanbHbIX AOaHHbIX [lonb3oBatenelt Ha CailTe onpeaeneHbl  YCAOBUAMM
Monb3oBaTeNIbCKOrO COrMalleHuns, BBOAATCA B AECTBME C MOMEHTA NPUHATUA (aKuenTa) MNosb3oBaTenem AaHHOIo
cornaweHun Ha CaiTe n AeNCTBYIOT 40 Tex Nop, NoKka Mosb3oBaTenb He 3a8BUT O CBOEM KeflaHWUW YAaAuTb CBOM
nepcoHanbHble AaHHble ¢ CaliTa.

3.3.3. B cnyyae yganeHua paHHbix ¢ CaiiTa NoO WMHMUMATMBE OAHOW W3 CTOPOH, @ MMEHHO NpeKpalLeHus
ncnosnb3oBaHua CaiiTa, nepcoHanbHble AaHHble Mob3oBaTens xpaHaTca B 6asax gaHHbIx OnepaTopa NATb fieT B
COOTBETCTBUM C 3aKOHOAATEIbCTBOM PO,

3.3.4. Mo ncreyeHUU BbllEYKA3aHHOrO CPOKA XpPaHEHWUA MepcoHasbHbIX AaHHbIX [Monb3oBaTena nNepcoHasbHble
AaHHble MNonb3oBaTena yaanaoTca aBTOMaTUYECKM 3a,aHHbIM aArOpPUTMOM, KOTOpPbIN 3aaaeT OnepaTtop.

3.3.5. OnepaTtopom He BegeTca 06paboTKa NepcoHaNbHbIX AaHHbIX [onb3oBaTenelt Ha ByMarKHbIX HOCUMTEenAx
MHPopMaLun.

3.4. bnoKMpoBaHMe NepcoHasbHbIX AAHHbIX.

3.4.1. MNog 610KMpPOBAHMEM NEPCOHA/bHbLIX AaHHbIX MOHMMaETCA BPeMeHHoe npekpaweHne OnepaTopom
onepaumit no wux ob6bpabotke no TpebosaHuio [lonb3oBaTens MpPU  BbISBAEHUM WM  HEAOCTOBEPHOCTU
obpabaTtbiBaembIx CBEAEHUN MNM HEMNPABOMEPHbIX, NO MHEHUIO CybbeKTa NepcoHasibHbIX AAHHbIX, AEACTBUA B
OTHOLUEHMM €ro AaHHbIX.

3.4.2. Onepatop He NepeaaeT NepcoHanbHble AaHHblE TPETbUM ANLLAM U He NopydYaeT 06paboTKy NEPCOHANbHbIX
AaHHbIX CTOPOHHMM /IMLAM W opraHusaumam. MNepcoHanbHble AaHHble lMonb3osaTeneit Calita obpabatbiBatoT
TO/IbKO COTPYAHMKM Onepatopa (aaMUHUCTPaTOPbl 6a3 AaHHbIX U T. 4.), A0NYLLIEHHble YCTAaHOBAEHHbIM NMOPAAKOM
K 06paboTKe NepcoHasnbHbIX AaHHbIX Moab3oBaTeNei.

3.4.3. bnoknposaHme nepcoHanbHbIX AaHHbIX Ha Caiite ocyuwiecresnAaeTca Ha OCHOBaHMN MUCbMEHHOTO 3aAB/1IEHUA
oT Cy6'beKTa NepCcoHa/ibHbIX AaHHbIX.

3.5. YHUUTOXKEHME NepCcoHa/ibHbIX AaHHbIX.

3.5.1. Mogx YHUYTOXEHUNEM MEePCOHANIbHbIX AaHHbIX MOHMMAOTCA ,CI,GVICTBVIH, B pe3ynbTaTe KOTOPbIX CTAaHOBUTCA
HEBO3MOXXHbIM BOCCTAaHOBUTb CoAepXaHWe MNepCOHa/IbHbIX AaHHbIX Ha Caitte VI/MHM B pe3ynbraTe KOTOPbIX
YHUYTOXKAKOTCA MaTePUaibHbleE HOCUTENUN NEPCOHA/IbHbBIX OAaHHbIX.

3.5.2. CybbeKT nepcoHaNbHbIX AaHHbIX BMpaBe B MUCbMeHHOW ¢opme TpeboBaTb YHUUTOMKEHUA CBOWX
MEepPCOHaNbHbIX AaHHbIX B C/lyyae, €C/M NepCcoHasibHble AaHHble ABAAOTCA HEMOJIHbIMM, YCTApeBLIMMMU,
HeLOCTOBEPHbIMM, HE33aKOHHO TMOJIYYEHHbBIMU WAW He ABAAKTCA HEeobXoAMMbIMWM AN 3asBNIEHHOM Leau
06paboTKM.



3.5.3. B cayyae OTCYTCTBMA BO3MOMHOCTM YHWUTOMKEHMA MepcoHaNbHbIX AaHHbIXx Onepatop ocyuiecTsaser
6/10KMpOBaHMeE TaKMX NEPCOHAbHbIX AAHHbIX.

3.5.4. YHNUYTOXKEHMNE NMepCoHasbHbIX AAaHHbIX OCYLLECTBASETCA NyTemM CTUPAHUA MHPOPMALMKN C UCMO/b30BaHNEM
CepTUOULMPOBAHHOTO MPOrPaMMHOro obecrneyeHus € rapaHTUPOBAHHbIM YHUYTOXKEHWEM (B COOTBETCTBMM C
3343HHbIMM  XapPaKTEPUCTUKAMM ANA YCTAaHOBAIEHHOFO MPOrpaMMHOro obecnevyeHMA C rapaHTMPOBAHHbLIM
YHUUTOXKEHNEM).

4. Cuctema 3aLmTbl NePCOHANbHbIX AaHHbIX
4.1. Mepbl no obecrnieyeHnto 6e30MacHOCTU NePCoHaibHbIX AaHHbIX NPU nx obpaboTke.

4.1.1. Onepatop npu 06paboTKe NEepPCOHaNbHbIX AAHHbIX 00fA3aH MNPUMHMMATb HEob6XoAMMble MpPaBOBbIE,
OpraHM3aUMOHHbIE N TEXHUYECKME Mepbl UAK obecneynBaTb UX NPUHATUE AR 3ALWMTbl MEPCOHANbHbIX AAHHbIX OT
HENnpPaBOMEPHOrO WMAM CAYY4aMHOro A0CTYNa K HUM, YHUUTOXKEHUA, U3MEHEHMA, BNOKMPOBAHNA, KOMMPOBAHMUA,
NpefoCTaBAEHWA, PACNPOCTPAHEHUA MEPCOHANbHbBIX AAHHbIX, @ TaKXe OT WMHbIX HemnpaBOMEPHbIX AENCTBUIA B
OTHOLWWEHMM NEPCOHANbHbIX AaHHbIX.

4.1.2. ObecneyeHune 6e30nacHOCTH NepCoHa/IbHbIX AaHHbIX 4OCTUTaeTCA, B HaCTHOCTU!

— onpegeneHnem yrpos 6esonacHocTH NePCOHa/IbHbIX AaHHbLIX NPU UX o6pa60TKe B MHd)OpMaLI,MOHHbIX cncremax
NepCOHaNbHbIX AaHHbIX;

— NpUMeHeHnem opraHM3aynoHHbIX N TEXHUYECKUX MepP NO obecneyeHunto 6esonacHoOCTH NepCcoHaNbHbIX AaHHbIX
npun wux O6p860TKe B MHd)OpMaLI,MOHHbIX CNCTemax nepCcoHanbHbIX AOaHHbIX, HEO6XO,CI,MMbIX Aana BbINONHEHUA
Tp86OBaHMl7I K 3alWlnTe NnepCoHa/ibHbIX AaHHbIX;

— NPUMEHEHMEM NPOLEAWNX B YCTAHOBJAEHHOM MOPALKE MPOLEAypPY OLEHKM COOTBETCTBUA CPEACTB 3alUWTbI
nHbopmauuu;

— oueHKon 3¢EKTUBHOCTM MPUHMMAEMbIX Mep no obecrieyeHUto 6e30MacHOCTM MEPCOHasIbHbIX AAHHbIX A0
BBO/A B 3KCNyaTaumio MHGOPMaLMOHHON CUCTEMbI MEPCOHANbHbIX AaHHbIX;

— Y4ETOM MaLLMHHbIX HOCUTENEN NEePCOHANbHbIX AaHHbIX;
— obHapyxeHnem paKkToB HECAaHKLMOHUPOBAHHOIO AOCTYMNa K NEPCOHasbHbIM AAHHBIM U MPUHATUEM MEP;

— BOCCTaHOB/NeHMeEM NepCOHaNbHbIX AaHHbIX, MOLI,VId)VILI,VIpOBaHHbIX WA  YHUYTOXKEHHbIX BCeacrtsne
HECaHKLMOHNPOBAHHOIO A0CTYyNa K HAM;

— YCTaHOB/IEHWEM MpaBWA JOCTYNa K NepcoHasbHbIM AaHHbIM, 06pabaTbiBaembiM B MHGOPMALMOHHOM cucTeme
MepcoHanbHbIX AaHHbIX, a Takke obecneyeHvem perucTpauum M ydeTa BCeX [AEWCTBMI, COBEPLUAEMBbIX C
NepcoHaNbHbIMKN AaHHbIMM B MHGOPMALIMOHHOW CUCTEME MEPCOHA/IbHbIX AaHHbIX;

— KOHTpO/s1IEM 3@ NPUHUMaAEMbIMN MeEPaMU NO obecnevyeHunto 6esonacHoCTH NepCoHaNbHbIX OAaHHbLIX U YPOBHA
3alMNLLIEHHOCTHU VIHd)OpMaLI,MOHHbIX CUCTEM NEePCOHaNbHbLIX AaHHbIX.

4.1.3. Ana ueneii NonoxeHns nog yrposamm 6€30MacHOCTU NepPCoHaNbHbIX AAaHHbIX NOHMMAETCA COBOKYMHOCTb
YyCNoBUI U AKTOPOB, CO3A4AIOWMX OMACHOCTb HECAHKUMOHMPOBAHHOMO, B TOM YMCAe CAyd4aiiHOro, AocCTyna K
NepcoHanbHbIM AaHHbIM, Pe3y/bTaTOM KOTOPOFrO MOTYT CTaTb YHWUUTOMKEHWe, M3MeHeHue, 610KMpoBaHue,
KonupoBaHWe, NpeaocTaBNeHMe, PacnpoCTpaHeHWe NEepPCOHasIbHbIX AAHHbIX, @ TaKXKe MHble HenpaBoMepHble
AeNCTBMA Npu nx 06paboTKe B MHGOPMALMOHHOM CUCTEME NEPCOHANbHbIX AaHHbIX. 104 YpOBHEM 3aLWMLLEHHOCTH
NepcoHaNbHbIX AAaHHbIX NMOHUMAETCA KOMMEKCHbIM NOKasaTe/b, XapakTepusylowmii TpeboBaHna, UCNONHEHKE
KOTOpbIX obecneuynBaeT HeMTPaNM3aUMIO OMpeaesieHHbIX Yyrpo3 6e30MacHOCTM MepPCOHaNbHbIX AaHHbIX NPU KX
06paboTKe B MHGOPMALMOHHOMN CUCTEME NEPCOHANbHbIX AAHHbIX.

4.2. 3awmiLaemble cBefleHUs 0 cybbekTe NepcoHanbHbIX AaHHbIX.

K 3awmuaembim cBegeHuAM o CY6'bEKTe NnepCcoHa/IbHbIX OAdHHbIX Ha Cainte oTHocATCS AaHHble, no3BosiAoWMne
I/I,El,eHTVId)MLI,VIpOBaTb Cy6beKT NePCOHAaNbHbIX OaHHbIX I/I/I/IJ'II/I nonyymTtb O Hem [O0NOJIHUTE/IbHblE CBeAEHUA,
npegycMmoTpeHHble 3aKOHO4aTeNNbCTBOM U MNonoxeHnem.

4.3. 3awmiaemble 06bEKTbI MEPCOHANbHbIX AaHHbIX.

4.3.1. K 3awmiaembim 06 bEKTAM NEPCOHaNbHbIX AaHHbIX Ha CailTe OTHOCATCA:



— 0b6bekTbl MHbOPMATU3AUMM M TeXHUYEecKMe cpeacTBa aBTOMATU3MPOBAHHOM 06paboTkM MHPOopmMmaLMK,
coeprKallei nepcoHasibHble AaHHbIE;

— MHPOpPMaALIMOHHbIE pecypcbl (6asbl AaHHbIX, ¢paiabl U Ap.), coaepxaume nHbopmauuio 06 MHPOPMaLIMOHHO-
TeNEeKOMMYHUKALUMUOHHbLIX CUCTEeMaxX, B KOTOPbIX UUPKYIUPYIOT MNepCoHa/bHble JAaHHble, O CO6bITVIFIX,
npousoLealmnx ¢ ynpaBaseMbiMn o6bekTamm, 0 niaaHax obecnevyeHuns becnepeboiHoM paboTbl U Npoueaypax
nepexo/a K ynpasaeHWo B aBapUiiHbIX PperKnmax;

— KaHafbl CBA3M, KOTOpble MCMOAb3YIOTCA ANA Nepesadn MNepCcoHaNbHbIX AaHHbIX B BUAE WHGOPMATUBHLIX
3NIEKTPUYECKMX CUTHANOB N GU3NYECKUX NOSEN;

— OTUYXKAaemble HOCUTENN MHPOPMALMN HA MArHUTHOM, MAarHUTHO-ONTUYECKON M MHOM OCHOBE, MPUMEHAEMbIE
Ana 06paboTKM NepcoHanbHbIX AaHHbIX.

4.3.2. TexHonormyeckas MHd)OpMaLI,Mﬂ 06 MH(I)OpMaLI,VIOHHbIX cnctemax wn anemeHTax CUCTemMbl 3alunThbl
NepCOHaNbHbIX AaHHbIX, NoANEXalaA 3alWnTe, BK/KOYAET!:

— CBeaeHnAa O cucrteme ynpasseHuAa OOCTYNnOM Ha 06BbEKTDI MH(I)OpMaTMSaLI,VIM, Ha KOTOPbIX OCYLW,ecCTBAAEeTCA
o6pa60T|<a NepCoHaNIbHbIX AAaHHbIX;

— ynpasnawwas UHPopmauma (KOHPUrypaumMoHHble ¢ainbl, Tabanubl MapLUpyTUM3aUUKM, HACTPOMKM CUCTEMbI
3aWmThl M Np.);

— TexHo/IorMyeckan MHGopPMaLMA CPeaCTB AOCTYNa K CUCTeMAM ynpaBneHus (ayTeHTUGMKaLMOHHAA MHPopMaLms,
KAtoun 1 aTpmbyTbl goctyna u ap.);

— XapPaKTEPUCTUKN KaHaNOB CBA3U, KOTOPblE UCNONLb3YHOTCA ANA nepenadn nepcoHasbHbIX AaHHbIX B BUAE
MH(I)OpMaTMBHbIX INEKTPUYECKUX CUTHANOB U (I)M3MLIECKMX nonein;

— MHbOpPMALUA O CPeaCcTBaxX 3aLMTbl MEPCOHANbHbBIX AAHHbIX, UX COCTAaBE M CTPYKTYPE, NPUHUMUNAX U TEXHUYECKMX
peLleHUnsX 3aLnThbl;

— cnyebHble gaHHble (MeTagaHHble) noasaalwWwmecs npu paborte nNporpaMmmHoro obecrneveHusn, coobLLEHUI U
MPOTOKOJ/I0B MEXCETEBOro B3aUMOAENCTBUA, B pe3y/ibTaTe 06paboTKM NepCoHasIbHbIX AaHHbIX.

4.4. TpeboBaHUA K cUCTEME 3aLMTbI NEePCOHaNbHbIX AAHHbIX.

Cuctema  3awWMTbl  MNEPCOHaNbHbIX  [AAaHHbIX [O/XHA COOTBETCTBOBATb TpeboBaHMAM  NOCTAHOBAEHUA
Mpasutenbctea PP ot 1 HoAbpA 2012 r. Ne 1119 «06 yTBepKAeHUM TpeboBaHMI K 3amTe NepcoHanbHbIX AaHHbIX
npun nx 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHANbHbIX SAHHbIXY.

4.4.1. CucTema 3aWwmuTbl NEPCOHaNbHbIX AAHHbIX 40NXKHaA obecneynBaTh:

— CBOeBpeMeHHoe O0b6HapyXeHue M NpesoTBpalleHne HeCcaHKUMOHMPOBAHHOMO AOCTYNa K MepCoHaabHbIM
AaHHbIM U (MK) Nepeaayn Ux MLam, He MUMeLWKWM NpaBa A0CTyNa K Takon nHbopmaumu;

— HeJonylleHWe BO3AEUCTBMA Ha TeXHMYECKMe CcpeacTBa aBTOMaTM3MPOBaHHOW 06pPaboTKM NepcoHasbHbIX
[AaHHbIX, B pe3y/ibTaTe KOTOPOrO MOXKET 6bITb HAPYLIEHO UX PYHKLMOHMPOBAHUE;

— BO3MOXHOCTb He3amMeaNNTeNbHOro BOCCTAHOBJ/IEHMA NepPCOHaA/IbHbIX AOaHHbIX, MO,EI,VId)MLI,VIpOBaHHbIX nnn
YHUYTOXKEHHbIX BCheacrtsne HECaHKUMOHMPOBAHHOIO AO0CTYNa K HUM;

— MOCTOAHHbIN KOHTPO/1b 3a obecnevyeHnem YPOBHA 3alNLWLEHHOCTU NEPCOHA/IbHbIX AaHHbIX.

4.4.2. CpeAcTBa 3alWMTbl MHOOPMALMM, MPUMEHAEMbIE B UHPOPMALMOHHBIX CUCTEMAX, A0/XKHbl B YCTaHOBNEHHOM
nopsAke NPoxXoAnTb NPoLeaypy OLEHKN COOTBETCTBUA.

4.5. MeTogbl u cnocobbl 3alnTbI VIHd)OpMaLI,VIM B VIHd)OpMaLI,MOHHbIX CNCTemax nepCcoHasbHbIX AaHHbIX.

4.5.1. MeToabl M cnocobbl 3alWMTbl MHPOPMALUM B MHPOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbLIX AAHHbIX
OnepaTtopa f0/1KHbl COOTBETCTBOBATb TPEOOBAHUAM:

— npukasa OCTIK PP ot 18 pespana 2013 r. Ne 21 «O6 yrBepaeHUn CocTaBa U cogepKaHna OpraHN3aLMOHHbIX
M TeXHUMYeCKMX Mmep Mo obecneyeHnto 6€30MaACHOCTM NEPCOHANbHbLIX AaHHbIX NpuM Ux o0b6paboTke B
MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHBIXY;

— npukasa ®Cb Poccum ot 10 mntona 2014 r. Ne 378 «06 ytBepaeHMm CocTaBa U coaeprKaHMA opraHU3aLMOoHHbIX
M TEXHUMYECKMX Mep no obecneyeHunto 6e30MaCHOCTM NEPCOHANbHbBIX AaHHbIX Npu Ux obpaboTke B



MHPOPMALMOHHDBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX C UCMOJ/Ib30BAaHWEM CPEeACTB KPUNTOrpaduUyeckomn 3alumTbl
MHbOPMaLMKN, HeobXoaAMMbIX AN BbIMNONHEHWUA YyCTaHOBAEHHbIX [MpaBuTenbctBom Poccuiickoin ®deaepaumm
TpeboBaHMI K 3aWmTe MNepcoHaNbHbIX AAHHbIX A0S Ka)KAOro W3 YpPOBHEW 3alMLLEHHOCTM» (B c/yyae
onpegenenuns OnepaTopom HEOBXOAMMOCTM MCNONB30BaHMA CPEACTB KPUNTOrpaduUecKom 3aLmTbl MHOPMaLLMm
ana obecrneyeHns 6e30NacHOCTU NePCOHabHbIX SAHHbIX).

4.5.2. OCHOBHbIMW MeToAaMK K cnocobamm 3aWmTbl UHPOPMALUUM B MHGOPMALIMOHHbIX CUCTEMAX NEPCOHA/bHbIX
AaHHbIX MNonb3oBaTenen ABAAOTCA MeToAbl M cnocobbl 3aWMTbl MHPOPMALMN OT HECAHKUMOHUPOBAHHOIO, B TOM
ynucne cay4vyalHoro, AOCTyrna K MepCOoHasibHbIM AaHHbIM, Pe3y/bTaTOM KOTOPOrO MOMKET CTaTb YHUYTOXKEHUe,
n3meHeHue, 6/10KMpPOBaHME, KOMUPOBAHME, PaCMNPOCTPAHEHME MEPCOHANbHbIX AaHHbIX, @ TaKXe WHbIX
HeCaHKLMOHMPOBaHHbIX AeNCTBUI (Aanee — meToabl U cnocobbl 3alunTbl UHGopMaLummn ot HCA).

4.5.3. Bbibop n peanusauma meTogoB M cnocobos 3awmTbl MHPopmaumm Ha CailTe ocyllecTBaAeTcA B
COOTBETCTBMM C PEKOMEHAAUMNAMM PErynaTopoB B 06nactu 3awmtbl MHPopmauum — @CTIK Poccmm n dCE Poccuuy,
Cc yyeTom onpegensembix Onepatopom yrpos 6e30MacHOCTU MNePCOHasbHbIX AAHHbIX (Mogenu yrpos) m B
3aBMCMMOCTM OT KJlacca MHPOPMALLMOHHOM CUCTEMBI.

4.5.4. BbibpaHHble U peann3oBaHHble MeToAbl M cnocobbl 3alwmTbl MHGopMaumm Ha CaliTe AOMKHbI obecneunsaTb
HeMTpanM3aumio npeanoaaraembix yrpo3 6€30nacHOCTU NepcoHaibHbIX AaHHbIX NpY X obpaboTke.

4.6. Mepbl 3aLWMTbl MHOPMALMK, COCTABAAIOWEN NEPCOHA/bHbIE AaHHbIE.

4.6.1. Mepbl No oxpaHe 6a3 AaHHbIX, COAEP’KALLMX MEepPCOHaNbHble AaHHble, NpuUHMMaemble Onepatopom,
[OONKHbI BK/OYATL B cebA:

—onpeageneHmne nepeyHAa MH(I)OpMaLI,MVI, COCTaBJ'IHPOLLI,eﬁ nepcoHa/ibHblE AaHHbIE;

— orpaHuyeHne aoctyna K MHGopmaLum, coaepralleli nepcoHanbHble AaHHble, NyTeM YCTaHOBAEHUS MOpPAAKa
obpatleHns ¢ 3Ton MHbopmMaLmen N KOHTPOA 3a cOBNDAEHNEM TAaKOro NOpPAAKa.

4.6.2. Mepbl N0 0xpaHe KOHPUAEHLNANBHOCTM MHGOPMALMM NPU3HAIOTCA PA3YMHO AOCTAaTOYHbIMU, EC/N:
— WUCK/I0YAETCA AOCTYN K NePCOHANbHbIM AaHHbIM N1t06bIX TpeTbux Anu, 6e3 cornacna Onepatopa;

— obecneuynBaeTcs BO3MOXHOCTb WMCMNOJIb30BAaHUA MHPOPMaLMK, coAep)Kalled MNepcoHasbHble AaHHble, 6e3
HapyLIeHUA 3aKOHO4aTe/IbCTBA O MePCOHa/IbHbIX AAHHbIX;

— npu pabote ¢ [Nonb3oBaTenem YyCTaHABAMBAETCA TaKOM NOPAAOK gencteuii Onepatopa, NpuM KOTOPOM
obecneynBaeTcA COXPAHHOCTb CBEAEHUN, COAEPKALLMX NePCOHa/IbHblE AaHHble MMonb3oBaTeNs.

4.6.3. lepcoHanbHble AaHHble He MOryT ObiTb MCMNO/Ib30BaHbl B LeENAX, NPOTMBOpeYawmx TpeboBaHMAM
®epnepasibHOro 3aKOHA, 3aWUTbl OCHOB KOHCTUTYLLMOHHOTO CTPOA, HPABCTBEHHOCTM, 340POBbA, NPAB U 3aKOHHbIX
WHTepPecoB Apyrux nuu, obecneyeHns o60poHbI CTpaHbl M 6e30NacHOCTU rocyapcTBa.

4.7. OTBETCTBEHHOCTD.

4.7.1. Bce coTpyaHukn Onepatopa, ocyuiecteastowme ob6paboTKy NepcoHaNbHbIX AaHHbIX, 06A3aHbl XPaHUTb
TallHy O CBEAEHMAX, COAEPKalMX NepcoHasbHble AaHHble, B COOTBETCTBMMU C [lono)KeHuem, TpeboBaHMAMM
3aKoHogaTenbcTBa PO,

4.7.2. Jlnua, BUHOBHbIE B HapylweHMUM TpeboBaHUI MON0KEHUA, HECYT NPeAyCMOTPEHHYIO 3aKOHOAATeNbCTBOM
P® oTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 33 CO6}1POLI,EHME pexXmnma nepcoHasibHbIX AaHHbIX NO OTHOWEHUIO K MNepCOoHa/bHbIM
AaHHbIM, Haxo4AWMMCA B 6aszax AaHHbIX CaliTa, HEeCYT OTBETCTBEHHbIE 3a o6pa60TKy NnepCcoHaNbHbIX AaHHbIX.

5. 3akntounTtenbHble NONOKEHUA

51. B Cclydae U3MeHeHuA ILl,elL/:ICTByIOLLI,eI'O 3aKOHOA4aTe/IbCTBA P®, BHeceHwus W3MEHEHUN B HOpPMaTUBHbIE
AOKYMEHTbI NO 3aWnTE NEPCOHA/IbHbIX AaHHbIX HAaCToALlEE MNonoxxeHue ,D,EVICTByeT B 4acCTth, He ﬂpOTVIBOpe‘-IaU.I,eﬁ
I,EI,EI‘/‘ICTBYIOI.I.I,eMy 3aKOHO4ATENbLCTBY A0 nNpueeaeHUA ero B COOTBETCTBUE C TAKMMN.

5.2. Ycnosus Hactoswero [onoKeHWs yCTaHaB/AMBAKOTCA, M3MEHATCA U oTMeHstoTcs Onepatopom B
O[HOCTOPOHHEM nopsfKe 6e3 npepgBapuTesibHOro yBegomaeHus MNosb3osBatens. C MOMEHTa pasmelleHus Ha
CaliTe HOBOW peaaKkuuu [oNOXKeHUs Npeablaywas pefaKkuus CYMTAeTca yTpaTMBLIEM CBOk cuay. B ciyyae



CYLLECTBEHHOIO M3MeHeHUn ycnoBuii Hactoawero CornaweHusa OnepaTtop u3seuwaeT 06 stom [osnb3oBaTtenei
nyTem pasmelleHuma Ha CailTe COOTBETCTBYIOLWLErO CO0bLLeHUA.

5.3. Ecam Monb3oBaTtenb He coraaceH € yChoBUAMM HacToawero NMonoxXeHua, To OH A0NKeH HeMeANEHHO yaAanunTb
cBoli npodunb ¢ CaiTa, B NPOTUBHOM C/lydae Npoao/KeHUe ncnosib3osaHua MNosnb3osaTesiem CailTa 03HaYaeT, vTo
Monb3oBaTeNb COrNACeH C YyCA0BUAMM HacToAwero MonoxKeHus.



